Tema 2

YTPp0o3bl, Y43BUMOCTM U PUCKMU
MHAOOPMALUMOHHOM OE30MNACHOCTH
TEAEKOMMYHUKALIMOHHbBIX CUCTEM




Cogep>kaHne TeMbl

* [loHATHME YrPO3bl.

« KAaaccumdomkaumsa yrpos MHQOOPMALLMOHHOM
OEe30MACHOCTU TEAEKOMMYHUKALMOHHBIX CUCTEM.

o KAaaccmddmkaums Ya3BMMOCTEM MHADOPMALLMOHHbIX
OOBbLEKTOB.

* [loHatme pmcka. Crnocobbl OLLEHKM PUCKOB.
 [loHATME ATAKMW.

* MoOAEAb HOPYLUUTEAT MHODOPMAOLLMOHHOM
OEe30MACHOCTU TEAEKOMMYHUKALMOHHBIX CUCTEM.

 CT1aTbM YTOAOBHOIO KOAEKCA PecnybAmkm beAapycCh
MO BOMPOCAM MHAOOPMAUMOHHOM OE30MNACHOCTM.

® 3ALLUUTA MHAOOPMALMK B TEAEKOMMYHUKALMOHHbBIX CUCTEMAX o2



[ lousTue yIPO3bL

Yrpo3sa 6e30nacHOCTU 06BbEKTA — BO3MOXHOE BO3AEUNCTBME HA

OOBEKT, KOTOPOE MNMPAMO NMAM KOCBEHHO MOXET HOHECTM
yLLepb ero 6e30nacHOCTH.

YTpo3a — 3T0 ONMACHOCTb NPUYIUHEHUS YLLLEPDA. Y CTOHABAMBAETCH
>KECTKAS CBA3b TEXHUYECKMX MPODAEM C IOPUAMNHECKOM
KATEropmen, KOKOBOM GBAFETCA «yLLLEP D).

Hanpumep:

*  MOPAAbHbIM M MATEPMAAbHbBIM YLLIEPD AEAOBOU PEMYTALLMM
OPraHU3ALLMM;

*  MATEPUAAbHbIM (JQOMHAHCOBbLIM) YLLIEPO OT PA3TAALLIEHUS
3ALLMLLLAEMOUN (KOHAOUMAEHULUMAABHOM) MHAOOPMALLUMK;

nT. Tl

® 30LLUMTA MHJOOPMALIMU B TEAEKOMMYHUKALLMOHHbIX CUCTEMOX 3



Kaaccuduxkanms yrpos

Yrpo3amm 6€30MaCHOCTU MHAOOPMALMKM IBASIOTCS HAPYLLEHMS
Nnpu obecnevyeHmm:

* KOHMPUAEHUUAABHOCTMU;
* AOCTYMNHOCTM,
* LLeAOCTHOCTM.

KoHdMAEHUMAABHOCTb MHPOPMAUUU — DTO CBOMCTBO
MHJOOPMALMK ObITb M3BECTHOM TOABKO

CIYTeHTl/ICbl/ILLI/IpOBCIHHbIN\ 3AOKOHHbIM €€ BAOAEABLLAOM NAU
MOAB3OBATEAAM.

HapyLueHums npm obecneyeHmm KOHOUAEHLUMAAbHOCTM:

* XULLEeHHUe (KOMMPOBAHME) MHAOOPMALMK U CPEACTB €€
00pPABOTKM;

* YTPATA (HEYMBILLAEHHAS MOTEPY, YTEYKA) MHAOOPMALMM U
CPEACTB €€ OOPADOTKM.

® 30LLUMTA MHJOOPMALIMU B TEAEKOMMYHUKALLMOHHbIX CUCTEMOX ®4



Kaaccuduxkanms yrpos

AOCTYNHOCTb MHCPOPMALUUU — STO CBOMCTBO MHADOPMALMM

ObITb AOCTYMHOWU AAY AYTEHTUAOULIMPOBAHHbIX 3AKOHHbIX €€
BAOAEABLLEB MAM MOAB3OBATEAEMN.

HapyLueHund npm obecrnevyeHmnm AOCTYNHOCTMU.
 BAOKUpPOBAHME MHAOOPMALMMU;

*  YHUYTOXEHUE MHADOPMALLMM U CPEACTB €€ ODPADOTKM.

® 30LLUMTA MHJOOPMALIMU B TEAEKOMMYHUKALLMOHHbIX CUCTEMOX ®5



Kaaccuduxkanms yrpos

LLeAoCcTHOCTb MHbOPMALUK — STO CBOMCTBO MHADOPMALLMM
OblTb HEM3MEHHOM B CEMAHTMYECKOM CMbICAE MPU

BO3AEUNCTBUM HAO HEE CAYYOAMHbIX UAM MPEAHAMEPEHHbIX
MCKOAXXEHUMN MAM PA3PYLLIAIOLLIMX BO3AEMCTBUMN.

HapyLueHma npm obecneyeHmm LeAOCTHOCTMU:

*  MoAuHKALMUA (MCKAKEHME) MHAOOPMALMM;
* OTPMULAHUE NOAAUHHOCTU MHAOOPMALMM;

* HABA3bIBAHME AOXHOU MHADOPMALIMMN.

® 30LLUMTA MHJOOPMALIMU B TEAEKOMMYHUKALLMOHHbIX CUCTEMOX 04



Kaaccuduxkanms yrpos

UCTOYHUK Yrpo3bl — 3TO MOTEHLIMAAbHbIE QHTPOMOIEHHbLIE,

TEXHOTEHHbIE MAM CTUXMMHBIE HOCUTEAM YIPO3bl OE30MACHOCTH.

Bce MCTo4HWKM yrpo3 6e30nacHOCTM MHADOPMALMU MOXKHO
PA3AEAUTL HO TPWU OCHOBHbIE TPYMMMbI:

* OOYCAOBAEHHbIE AEUCTBUIMUM CYOBEKTA (AHTPOMOreHHbIe);
* OOYCAOBAEHHbIE TEXHUYECKMMM CPEACTBAMU (TEXHOTE€HHbIE);
* ODOYCAOBAEHHbIE CTUXMMHBIMM MCTOYHUKAMM (CTUXUUHDIE).

MCTOYHMKM YTPO3 MOTYT HOXOAMTLCS KAK BHYTPM 3ALLMLLAE MOM

opPraHmM3adumt — BHyTpeHHue MCTo4yHMKKM, TaK 1 BHE €€ — BHeLlLHUue
NMCTOYHMKWN.

® 30LLUMTA MHJOOPMALIMU B TEAEKOMMYHUKALLMOHHbIX CUCTEMOX o7



Kaaccuduxkanms yrpos

BHewHue aHTpPpONOreHHbieé UICTOYHUKU YTPO3

KoUMHHOABHBIE CTPYKTYPbI

[TOTEHUMAAbHbBIE MPECTYMHUKM U XOKEPDI

HeAOBpOCOBECTHbIE MAPTHEPS

TexHmyeckmm NEeEPLCOHAA NMNOCTABLLUMKOB TEAEKOMMYHUMKAUMOHHbBIX
YCAYT

[Toe ACTABUTEAM HOAZOPHbBIX OPTAHM3ALLMM M ABAPMMHbBIX CAYXKO

[ PEACTABUTEAN CHUAOBBLIX CTPYKTYP

® 3ALLUUNTA MHAOOPMALMKM B TEAEKOMMYHUKALLMOHHbBIX CUCTEMAX

o8




Kaaccuduxkanms yrpos

BHyTpeHHMEe aHTpOMnoreHHble UCTOYHUKMU YIpPoO3

OCHOBHOM MEPCOHAA (MOAb3OBATEAU, MPOTPAMMMUCTSI,
PA3PA0OTYNKM)

[MoeACTABUTEAUN CAYXKObI 3ALLUTHI MHADOPMALLUM
(AAMUMHMCTPATOPSI)

BCcrnomorareAbHbI MEPCOHAA (YOOPLLMKM, OXPAHA)

TexHn4eCkmm NepCoOHAA (kKm3HeobecnevyeHme, SKCNAYyaTaLms)

® 3ALLMTA MHADOPMALMU B TEAEKOMMYHUKALIMOHHBIX CUCTEMOX ®9




Kaaccuduxkanms yrpos

BHewHne TexHOoreHHble UCTOYHUKHU yrpos

CpeACTBA CB43M

CeTn MHXEHEPHbIX KOMMYHUKALMU (BOAOCHADXKEHMS,
KAHAAM3ALMN)

TpaHcnopT

® 3ALLMTA MHADOPMALMU B TEAEKOMMYHUKALIMOHHBIX CUCTEMOX e10



Kaaccuduxkanms yrpos

BHYTpeHHMe TeXHOreHHbleé MCTOYHUKU YTPO3

Heka4yeCTBEHHbIE TEXHMYECKME CPEACTBA OOPABOTKM
MHJOOPMALLMU

Heka4yeCTBEHHbIE NPOTPAMMHbBIE CPEACTBA ODPADOTKM
MHJOOPMALLMU

BcrnomorarteAbHble CPEACTBA (OXPAHbI, CUTHAAM3ALMMK,
TeA€OOHMM)

Apyrme TeXHUYECKME CPEACTBA, MPUMEHSIEMBIE B YHPEXKAEHMM

® 3ALLUUNTA MHAOOPMALMKM B TEAEKOMMYHUKALLMOHHbBIX CUCTEMAX

1]




Kaaccuduxkanms yrpos

BHEeLWHne CTUXUHUHbIE UCTOYHUKMU YIpo3

[lo>KaApbl

3EMAETPIACEHUS

HABOAHEHMS

YPpaAraHsl

MarHmTHblE DYpPU

POAMOQKTUBHOE U3AYYEHME

PasAmyHblE HENPEABUAEHHBIE OBCTOATEABCTBA
HeoObiCHMMbIE IBAEHMS

Apyrme doopCc-MaXKOPHbIE OOCTOATEALCTBA

® 3ALLMTA MHADOPMALMU B TEAEKOMMYHUKALIMOHHBIX CUCTEMOX 012




Kaaccuduxkanms yrpos

BCce MCTOYHUKM YIPO3 MMEIOT PA3HYIO CTEMNEHDb ONACHOCTMH,
KOTOPYIO MOXHO KOAMYECTBEHHO OLLEHMUTb, MPOBEAS MX
PAHXMPOBAHME.

OLueHKA CTENEHM ONACHOCTH MOEOBOAMNTCA MO KOCBEHHbBIM
NMOKA3ATEAAM.

Kputepun 1 (K,):

BO3MO>XXHOCTb BO3HUKHOBEHMSI MCTOYHMKA — OMPEAEAIET CTENEHD
AOCTYNMHOCTM K BO3MOXXHOCTU MCMOAB3OBATH YI3BMMOCTb AAS
AHTPOMOTEHHbIX MCTOYHUKOB, YAOAEHHOCTb OT YI3BUMOCTU AAS
TEXHOIME€HHbIX MCTOYHMKOB MAM OCODEHHOCTM ODCTOHOBKM AAS
CAYY4AMHbBIX MCTOYHMKOB.

® 3QLLMTA MHADOPMALMM B TEAEKOMMYHUKALIMOHHBIX CUCTEMAX 13



Kaaccuduxkanms yrpos

Kputepun 2 (K,) :

FOTOBHOCTb MCTOYHMKA — OMPEAEAFET CTEMEHDL KBAAMAOUKALMU U
NPUMBAEKATEABHOCTb COBEPLLEHUA AEFHUM CO CTOPOHbI MCTOYHMKA
YIPO3bl AAQ AHTPOMOTEHHbIX MCTOYHMKOB MAM HOAMYME

HEOOXOAMMBIX YCAOBUM AAG TEXHOTEHHbBIX M CTUXMMHbBIX
MCTOYHMKOB.

Kputepuu 3 (K;):

JOATAABHOCTb — OMPEAEAIET CTEMEHb HEYCTPAHMMOCTU
NOCAEACTBMM PEAAM3ALLMM YTPO3bI.

® 3QLLMTA MHADOPMALMM B TEAEKOMMYHUKALIMOHHBIX CUCTEMAX ®14



Kaaccuduxkanms yrpos

KA>XAbIM MOKA3ATEAb OLLEHMBAETCH SKCMNEPTHO-AHAAUTUYE CKUM
METOAOM MO MNATMOAAABHOM CUCTEME: | — COMAT MUHMMOABHOS
CTENEHb BAMIHNSA OLLEHMBAEMOTO MOKA3ATEASN HO ONACHOCTb
MCMNOAb30OBAHMA MCTOYHMKA, A 10 — MOKCUMOABHOS.

K — Kl ' KZ ' K3 .
o 1000

® 3ALLUMTA MHAPOPMALMM B TEAEKOMMYHMKALIMOHHBIX CUCTEMAX ®15



Ya3BuMoCTU
MHPOPMAaILVIOHHBIX OOBEKTOB

YA3BUMOCTb 06BEKTA — 3TO NPUCYLLIME ODBEKTY MPUMYMHBI,

NOUBOASLLIME K HOPYLLEHUIO BE30MACHOCTU MHAOOPMALMM HO
oObeKTE.

KaXXAOM Yrpo3e MOryT ObITb COMOCTABAEHbI PA3AMYHbBIE
YA3BUMOCTU. YCTPAHEHUNE MAU CYLLLECTBEHHOE OCACDAEHME
YA3BMMOCTEN BAUIET HO BO3MOXKHOCTb PEAAMN3IALMM YTPO3
©e30MNacHOCTN MHADOPMALMM.

Y43BMMOCTHM OE30MNACHOCTM MHADOPMALMM MOAPT3ZAEAIOTCH HA:
 O0ObEKTMBHbIE (3ABMCAT OT OOOPYAOBAHMS);

 CyObEeKTUBHbIE (3ABMCHAT OT AEMCTBMM COTPYAHMKOB);

* CAYYOMHbIE (30BMCAT OT OKPYXXAKOLLEM CPEAbI M NP.).

® 3QLLMTA MHADOPMALMM B TEAEKOMMYHUKALIMOHHBIX CUCTEMAX ®16



Kaaccudukanms
y;IBBMMOCTef/I

ObObeKTUBHbIE YAZBUMOCTH

|

ConyTcTeYHOLLME Onpepenaemblie Onpepenaemsie
TEXHUYECKUM AKTUBUpYEMbIE ocobeHHOCTAMM ocobeHHOCTAMU
cCpeacTBam W3Ny4eHUA 3/1eMEHTOB 3awMwaemoro obbekTa

Aatome obbekTa

— 3neKTPUYECKHE L NporpammHble INEKTPOAKYCTHYECKMMM

npeobpasoeatenamm _ OpraHM3auuna KaHanos
— 3BYKOBblE 3aKkNanRN | SnemenTy, obmeHa nHpopmaumnei

NOABEPHEHHbIE

BO3AEWUCTBMIO

INEKTPOMArHMTHOMo

nons

® 3ALLMTA MHADOPMALMU B TEAEKOMMYHUKALIMOHHBIX CUCTEMOX

e1/



Kaaccuduxkarms
y;IBBMMOCTef/I

CybbeKTUBHbIE YAZBMMOCTH

OwwnbKK (xanaTHOCTL)

—MpK NoAroToBKe K
MCNONb30BAHUM
NPOrpammHoOro
obecneueHua

L MpK 3kcnAyaTauum
TEXHUYECKUX CPeacTs

—HerkomneTeHTHbIe
NeNCTBUA

— HeymbilWNeHHbIe
AEeUCTBUA

HapyweHwna

— Pexmnma oxpaHbl U
3aLMTbI

— Pexxmnma axkcnayatauum
TEXHUYECKUX CPEACTB U
no

L Acnonb30BaHMA
MHboOpMaL MK

® 3ALLMTA MHADOPMALMM B TEAEKOMMYHUKALIMOHHBIX CUCTEMAX

McHuxoreHHbie

— MNcuxonormueckune

— MNcHuxmruecKkue

— Pusmonorudeckmne

®18



Kaaccudukanms
y;IBBMMOCTef/I

CnyyaitHble YA3BMMOCTH

Cbow ¥ OTKa3bI

—OTKa3bl U HEWCTNPABHOCTH
TeXHUWYECKHUX CpeacTe

—CTapeHue u pasmarHuymeaHme
HocuTenen nHpopmaLmm

—Cbow nporpammHorc obecne4yeHua

—CHom INeKTpocHabKeHnA

® 3ALLMTA MHADOPMALMM B TEAEKOMMYHUKALIMOHHBIX CUCTEMAX ®19



Kaaccudukanms
ySI3BUIMOCTE!

Bce ysa3BUMOCTH MMEIOT PA3HYIO CTEMEHb ONMACHOCTU, KOTOPYIO
MOXXHO KOAMYECTBEHHO OLLEHMUTDb, MPOOBEAS MX PAHXMPOBAHME.

OLeHKA CTENEHM OMNACHOCTH MEOBOAMNTCA MO KOCBEHHbBIM
NMOKA3ATEAAM.

Kputepun 4 (K,) :
JOATAABHOCTb — OMPEAEAIET CTEMNEHDb BAMAHMUS YI3BUMOCTM HO
HEYCTPAHMMOCTb MOCAEACTBMM PEAAMIALIMM YIOO3bI.

Kputepuu 5 (K;):
AOCTYMHOCTb — OMPEAEAIET BO3MOXXHOCTb MCMOAb3OBAHMS
YA3BUMOCTM MCTOYHUKOM YTPO3.

® 30LLUMTA MHJOOPMALIMU B TEAEKOMMYHUKALLMOHHbIX CUCTEMOX

20



Kaaccudukanms
y;IBBMMOCTef/I

Kputepuu 6 (K,):
KOAMYECTBO — OMPEAEAIET KOAMHECTBO SAEMEHTOB OOBLEKTA,
KOTOPbIM XAPAKTEPEH TA MAM MHAS YA3BUMOCTb.

KA>XAbIM MOKA3ATEAb OLLEHMBAETCH SKCNEPTHO-OHAAUTUYHE CKUM
METOAOM MO MNATMOAAABHOM CUCTEME: 1 — COMAT MUHMMOABHOS
CTENEHb BAMSIHUSA OLLEHMBAEMOTO MOKA3ATEASN HO ONACHOCTb
MCMNOAb30OBAHMA MCTOYHMKA, A 10 — MOKCUMOABHOS.

K — K4 ' KS ' KG
ony:sis 1000

® 30LLUMTA MHJOOPMALIMU B TEAEKOMMYHUKALLMOHHbIX CUCTEMOX

02]



Pucku HapyeHus
0e3011acHOCTHU

Puck HapyweHuss 6€30nNacHOCTU — 3TO BO3MOXHOCTb

PEAAM3ALMM YIPO3bl, KOTOPAS HOHECET YLLLEPO BACAEAbBLLY.

[TOA PUCKOM TAKXKE MOHUMMAIKOT COYETAHME BEPOITHOCTU COObITUS
M €ro NOCAEACTBUM.

CYLLLeCTByeT KOAn4eCTBeHHAasa 11 Ka4eCcTBeHHAaa OLLeHKA PHMCKOB.

® 3ALLMTA MHADOPMALMKM B TEAEKOMMYHMKALLMOHHbBIX CUCTEMAX e 2?2



Pucku HapyeHus
0e3011acHOCTHU

CyTb KOAUMECTBEHHOM OLLEHKM PUCKOB CBOAMTCS K MOMCKY
€AMHCTBEHHOTO OMNTUMOABHOTO PELLIEHMSA MO OPTrAHM3ALMM
3ALLMTbI MHJOOPMALLMM M3 MHOXKECTBA CYLLLECTBYIOLLLMX.

K KOAMYECTBEHHBIM METOAMKAM YMPOABAEHUS PUCKAMM OTHOCSITCS
TOKME METOAMKM, KOK:

« CRAMM (CCTA Risk Analysis and Management Method) 1 1. .

® 3ALLMTA MHADOPMALMKM B TEAEKOMMYHMKALLMOHHbBIX CUCTEMAX ®23



Pucku HapyeHus
0e3011acHOCTHU

CyTb KOYE€CTBEHHOMU OLLEHKM PUCKOB CBOAMTCS K MPOBEAEHMIO
OOLLLEMN M YOCTHbIX OLLEHOK, MO3BOASAOLLMX BbIPAOOTATH
ODOOCHOBAOHHOE pelleHne 0 HEOBXOAMMOCTM 3ALLMTDI
MHAODOPMALMU C OLLEHKOM MPEACTOALLMX PACXOAOB HA 3Ty
3ALLLMTY.

K KOYEeCTBEHHbIM METOAMKAM YMPCABAEHMT PUCKAMM OTHOCSTCS
TOKME METOAMKM M COOTBETCTBYIOLLIME MPOTPAMMHbIE MPOAYKTHI,
KOK:

« MSAT (Microsoft Security Assessment Tool) 1 1. n.

® 3ALLMTA MHADOPMALMKM B TEAEKOMMYHMKALLMOHHbBIX CUCTEMAX ®24



ATaka

ATaKa — 3TO BO3MOXXHbIE NMOCAEACTBMS PEAAMIALMM YIPO3bI

NPU B3AMMOAEMNCTBUN MCTOYHMKA YTPO3bl YEPE3 MMEIOLLMECS
YS3BUMOCTM.

MCTOYHWEM
yrpos

Yrpo3sl

ATOKQ — 3TO BCErAQ Yrsamoc
NAPA MCTOYHMK —
YA3BMMOCTbY,
DEAAMBYIOLLLAS YrPO3Y
1 MPMBOAALLLOS K
yL1epoOy.

3alMTBI

® 3QLLMTA MHADOPMALMM B TEAEKOMMYHUKALIMOHHBIX CUCTEMAX 25



Moaear HapVIIIUTEAS

MoaAeAb HapyLunuTeAs UHOOPMALIUOHHOU 6€30NACHOCTU — 3TO
HOOOP NPEAMOAOXEHMM OO OAHOM MAM HECKOAbKMX

BO3MOXKHbIX HOPYLUUTEAIX MHADOPMALMOHHOM OE30MNACHOCTH,
MX KBAOAMAOUKALMM, MX TEXHNHECKMX M MATEPUAAbHbIX
CPEACTBAX U T. A.

[TOABUABHO PA3PADOTAHHAS MOAEAb HOPYLLUMTEASN IBAIETCH
[APAHTMEN MOCTPOEHMI AAEKBATHOM CUCTEMbBI ODECnNEeYeHns
MHJOOPMALMOHHOM BE30MACHOCTH.

OnmMpagacb HAO MOCTPOEHHYIO MOAEAbL, YK€ MOXHO CTPOMTb
AAEKBATHYIO CUCTEMY MHADOPMALIMOHHOM 3ALLMTBI!

® 3ALLMTA MHADOPMALMKM B TEAEKOMMYHMKALLMOHHbBIX CUCTEMAX 026



Moaeab Hapy1IUTE A

HalLe BCero CTpomntCd HePOPMAAbBHASA MOAEAb HOPYLLNTEAS,
OTPAXKAOLLLOA:

*  TMPWYNHBI M1 MOTMBbI AEUCTBUM;

* BO3MOXXHOCTMU;

*  QAMNPUOPHbIE 3HAHUY;

* MPECAEAYEMbBIE LLEAU, UX MPUOPUTETHOCTb AAS HOPYLLMTEAS;
* OCHOBHbIE NMYTU AOCTMXXEHMA MOCTABAEHHbIX LLEAEM;

* CMoCcoObl PEAAMIALMM MCXOAILLIMX OT HETO YIPO3;

* MECTO M XAPAKTEP AEUNCTBMY;

*  BO3MOXXHYIO TOKTUKY M T. M.

HapyLumteAm ObIBAKOT BHYTPEHHMMM U BHELLIHUMM MO OTHOLLEHMIO
K OObEKTY 3ALLMTHI.

® 3QLLMTA MHADOPMALMM B TEAEKOMMYHUKALIMOHHBIX CUCTEMAX 27



Moaeab Hapy1IUTE A

CpeAM BHYTPEHHMX HOPYLLUUTEAEMN B MEPBYIO OYEPEAD BbIAEASIOT:

* HEMOCPEACTBEHHbIX MOAb3OBATEAEM M ONEPATOPOB
MHAOOPMALMOHHOM CUCTEMBI, B TOM YUCAE PYKOBOAUTEAEN
PA3AMYHBIX YOOBHEM;

* OAMMHUCTOATOPOB BbIMMCAUTEAbHbBIX CETEN U
MHAOOPMALUMOHHOM OE30MNACHOCTH;

*  MPUKAOAAHbBIX M CUCTEMHbIX MPOTPAMMMCTOB;
* COTPYAHMKOB CAY>XObl 6E€30MACHOCTH;

*  TEXHUYECKMUN MEPCOHAA MO OOCAY>KMBAHMIO 3AAHUM U
BbIHUCAMTEABHOM TEXHUKM, OT YOOPLLMLI AO CEPBUCHOTO
MHXXEHEPA;

* BCMOMOIATEAbHbIN NepCOHAA 1M BPEMEHHDbIX pO6OTHl/IKOB.

® 3ALLMTA MHADOPMALMKM B TEAEKOMMYHMKALLMOHHbBIX CUCTEMAX 28



Moaeab Hapy1IUTE A

MOAEAb HOPYLLUMUTEAR: KOHKYPEHTHI

MoOLLIHbIE BbIMMCAUTEABHBIE CETU

CobCTBEHHbIE KOHAABI C BbICOKOM MPOMYCKHOM
CMOCOBHOCTLIO

BoAbLLUME BO3MOXKXHOCTU

BblcOkMM

COBpPEMEHHbBIE METOAbLI MPOHUKHOBEHMS B
MHJOOPMALIMOHHBIE CUCTEMbI M BO3AEMCTBMS HO MOTOKM
AQHHbIX B HEMU

MoryT NPeANPUHUMATD YCUAUST AAS MOAYHEHMUS
NPEACTABAEHUSI O MPUHLMMAX OYHKLIMOHMPOBAHMS
CUCTEMbI 3ALLINTBI, BHEAPSATb CBOETO MPEACTABUTEAS B
CAYXOY 6€30MACHOCTH

BAOKMPOBKA dOYHKLIMOHUPOBAHMSA CUCTEMbI, MOAPbIB
MMMAXKA, PA30pEHME

CKpPbITbI MAM OTKPbITbIM AEMOHCTPATMUBHbIN

AO MoBEAHOTrO KOHLLO




YroaoBHbsIN Koaekc
Pecriy0auku beaapych

CtaTbs 212. XuwLeHne nyTemM UCNOAb3OBAHUS KOMMbIOTEPHOU
TeXHUKHU

1. XULLLEHME MMYLLLECTBA MYTEM M3IMEHEHUI MHCDOPMALLMM,
00PABATLIBOEMOU B KOMIMbIOTEPHOM CUCTEME, XPAHALLLENCH HA
MALLIMHHbBIX HOCUTEAIX MAU MEPEAABAEMOMU MO CETIM MEPEAQIM
AQHHbIX, AMDO MYyTEM BBEAEHUA B KOMIMBIOTEPHYIO CUCTEMY
AOXHOM MHAOOPMALMM — HOKA3bIBAETCH LUTPAJOOM, UAM
AVLLEHMEM MPABA 3AHMMATbH OMPEAEAEHHBIE AOAXHOCTU MAM
30HUMMATLCH OMPEAEAEHHOM AEATEABHOCTBIO, MAU APECTOM HA
CPOK AO LLUECTM MECHLLEB, MAMU OTPAHMYEHMEM CBODOABLI HO CPOK
AO TPEX AET, UAM AULLUEHMEM CBODOAbLI HO TOT XXE CPOK.

p. ...
. ...
4. ...

® 3ALLMTA MHADOPMALMKM B TEAEKOMMYHMKALLMOHHbBIX CUCTEMAX ® 30



YroaoBHbsIN Koaekc
Pecriy0auku beaapych

fAaaBa 31. NpecTynAeHus npoTuB UHOOPMALLUOHHOU
6e3onacHocTH

CtaTbs 349. HeCAOHKLMOHUPOBAHHbIU AOCTYN K KOMMbIOTEPHOU
uHdbopmMmauumn

1. HECAOHKLMOHMPOBAHHbBIM AOCTYN K MHAOOPMALMU, XPAHALLLEMCS
B KOMMbIOTEPHOM CUCTEME, CETU MAM HO MALLIMHHBIX HOCUTEASX,
COMPOBOXAQKLLUMNCT HOPYLLUEHUNEM CUCTEMbI 3ALLUTDI
(HECAHKLIMOHMPOBAHHbBIM AOCTYM K KOMIMbIOTEPHOM
MHAODOPMALIMM), MOBAEKLLIMM MO HEOCTOPOXHOCTU M3IMEHEHME,
YHUYTOXKEHME, DAOKMPOBAHME MHADOPMALMM MAM BbIBOA M3 CTPO4
KOMIMbIOTEPHOTO OOOPYAOBAHMA AMDO MPUINMHEHUNE MHOTO
CYLLLECTBEHHOIO BPEAQ, — HOKA3bIBAETCH LLUTPAJOOM UAM
QPECTOM.

g ..
3

® 3QLLMTA MHADOPMALMM B TEAEKOMMYHUKALIMOHHBIX CUCTEMAX 3]



YroaoBHbsIN Koaekc
Pecriy0auku beaapych

CtaTba 350. Moaudcbukauus KOMNbIOTEPHOU UHCPOPMALLUK

1. MI3meHeHne MHAOOPMALMU, XPOHALLLEMCA B KOMIMBIOTEPHOM
CUCTEME, CETU MAM HO MALLMHHBIX HOCUTEAIX, AMDO BHECEHME
30BEAOMO AOXKHOU MHAOOPMALMK, MOUYMHUBLLIME CYLLIECTBEHHbIM
BPEA, MPU OTCYTCTBUM MPU3HAKOB MPECTYMNAEHMS MPOTHB
CODOCTBEHHOCTM (MOAMAOUKALIMG KOMIMBIOTEPHOM MHADOPMALMMN)
— HOKA3bIBAKTCA LUTPATOOM, MAU AULLIEHMEM MPABA 3QHMMATH
OMNPEAEAEHHbBIE AOAXHOCTU MAM 3AHUMATLCH OMPEAEAEHHOM
AEATEABHOCTbBIO, MAM APECTOM, MAM OTPAHUYEHMEM CBODOAbBI HO
CPOK AO TPEX AET, UAM AMLLIEHMEM CBODOADBI HO TOT XK€ CPOK.

8. ..
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CtaTba 351. KoMmnblOoTEPHbIN CABOTAX

1. YMBILLAEHHbIE YHMYTOXEHUE, DAOKMPOBAHME, MPUBEAEHME B
HEMPUIOAHOE COCTOAHME KOMIMBIOTEPHOM MHJOOPMALMM MAU
MPOrPAMMBI, AMOO BbIBOA M3 CTPOSA KOMIMBIOTEPHOTO
ODOOPYAOBAHUA, AMDO PA3PYLUEHME KOMIMBIOTEPHOU CUCTEMBI,
CETU UAM MALLUMHHOTO HOCUTEAS (KOMMbIOTEPHbIM CADOTAX) —
HAOKA3bIBAOTCH LUTPAJOOM, MAU AULLIEHMEM MPABA 3AHUMATL
OMNPEAEAEHHbBIE AOAXKHOCTU MAM 3AHMMATLCS OMPEAEAEHHOM
AEATEABHOCTBIO, MAM APECTOM, MAU OTPAHUYEHMEM CBODOADBI HO
CPOK AO MATU AET, MAU AULLIEHMEM CBODOABLI HO CPOK OT OAHOTO
rOAQ AO MATU AET.

p. ...
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YroaoBHbsIN Koaekc
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CtaTtbsa 352. HenpaBomepHoe 3aBAOAEHME KOMMbIOTEPHOM
uHdoopmMmaumeu

HeCAHKLMOHUPOBAHHOE KOMMPOBAHME AMDO MHOE
HEMPOBOMEPHOE 30BAOAEHME MHADOPMALMEN, XPAHALLLEMCS B
KOMIMbIOTEPHOU CUCTEME, CETU MAU HO MALLUMHHbBIX HOCUTEASX,
AMOO MepexBaT MHADOPMALMK, MEPEAABAEMOM C
MCMOAb3OBAHNEM CPEACTB KOMIMBIOTEPHOM CBA3M, MOBAEKLLIME
NPUYMHEHUNE CYLLLECTBEHHOIO BPEAQ, — HOKQA3bIBAKOTCH
OOLLLECTBEHHbIMM PADOTAMM, MAU LLUTPACDOM, MAU APECTOM, MAU
OrPAHMYEHNEM CBODOABI HO CPOK AO ABYX AET, MAU AULLIEHUEM
CBOOOAbI HO TOT XXE& CPOK.

® 3ALLMTA MHADOPMALMKM B TEAEKOMMYHMKALLMOHHbBIX CUCTEMAX ®34
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CtaTbs 353. UsroToBA€eHUE AMOO CObIT CNELLMAAbHbIX CPEACTB
AASl MOAYHYEHUSA HEMPABOMEPHOIO AOCTYNA K KOMMNbIOTEPHOU
CUCTEeMe AU CeTU

N3roTOBAEHUE C LLEABIO COBLITA AMOO CObIT CNEUMAAbHBIX
MNPOrPAMMHbBIX MAWU AMNMAPATHbLIX CPEACTB AAA MOAYYEHMS
HEMNPABOMEPHOIO AOCTYMNA K 3ALLUMNLLEHHOWN KOMIMbIOTEPHOM
CUMCTEME UAU CETU — HOKA3bIBAIOTCH LUTPAJOOM, AU APECTOM,
MAU OTPAHMYEHMEM CBODOAbLI HO CPOK AO ABYX AET.
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CtaTtbs 354. PaspaboTka, UCNOAb3OBAHUE AMOO
PACNPOCTPAOHEHUE BPEAOHOCHDbIX MPOrpamMm

1. PO3paboTKA KOMMbIOTEPHbIX MOOTPAMM UAM BHECEHME
M3MEHEHWN B CYLLLECTBYIOLLIME MPOTPAMMbI C LLEABIO
HECAHKUMOHUPOBAHHOTO YHUYTOXEHMSA, OAOKMPOBAHMUS,
MOAMAOUKALMM MAM KOMMPOBAHMA MHAOOPMALMU, XPAHALLLEMCS B
KOMIMbIOTEPHOM CUCTEME, CETU MAU HO MALLUMHHbBIX HOCUTEASX,
AMBO PA3PADOTKA CNELMAABHBIX BUPRYCHbIX MPOOTPAMM, AUOO
30BEAOMOE MX MCMOAb3OBAHME, ADO PACMPOCTPAHEHME
HOCUTEAEMN C TOKMMM MPOTPAMMAMM — HOKA3bIBAKOTCH
LLUTPAJOOM, MAM APECTOM, MAU OTPAHUYEHMEM CBODOABI HO CPOK
AO ABYX AET, AU AULLIEHMEM CBODOAbI HO TOT XXE CPOK.

. ...
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CtaTtbsa 355. HapyLweHue npaBUA 3KCNAYATALUU KOMMbIOTEPHOU
CUCTEMbI UAU CETHU

1. YMbILLAEHHOE HAPYLUEHME MPOABUA DKCMNAYATALMM
KOMIMbIOTEPHOM CUCTEMbI MAM CETU AULLOM, MMEIOLLIMM AOCTYI K
STOUN CUCTEME UAM CETU, MOBAEKLLEE MO HEOCTOPOXKHOCTH
YHUYTOXEHUE, DAOKMPOBAHME, MOAMADUKALIMIO KOMMbIOTEPHOM
MHJOOPMALMM, HOPYLUEHME PADOTbI KOMMIOTEPHOIO
00OPYAOBAHUA AMDO MPUYMHEHUNE MHOTO CYLLLECTBEHHOIO BPEAQ,
— HOKQ3bIBAETCH LUTPATOOM, MAU AULLIEHMEM MPABA 30HMMATH
OMNPEAEAEHHbBIE AOAXHOCTU MAM 3AHUMATLCH OMPEAEAEHHOM
AEATEABHOCTbBIO, MAM MCMPABUTEAbHBIMUM PADOTAMM HO CPOK AO
ABYX AET, MAU OTPAHUYEHNEM CBODOABLI HO TOT XK€ CPOK.
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